
  

DATALOCKER
SIMPLY SECURE

The most secure portable hard drive

PRODUCTDESCRIPTION
The DataLocker external hard drives are ideal for mobile users who 
require high-capacity, secure portable storage. The DataLocker 
employs real time hardware based encryption and a patented 
touch screen interface to deliver one of the most secure encrypted 
hard drives on the market. The DataLocker is “Simply Secure.”

	   DEVICEPORTABILITY
	        The DataLocker can be used on any machine, 	
	        regardless of operating system, as long as USB mass 
storage is supported by the host machine. Since no software 
or drivers are ever installed, the DataLocker provides the most 
versatile solution for your portable secure data needs.

	    TOUCHSCREEN
	        The DataLocker features an innovative, patented 	
	        touch screen display, allowing the user to enter 	
their password directly on the device eliminating the threat of a 
compromised host system. The touch screen also ensures that 
encryption and management of the DataLocker is performed at 
the device level, 100 percent independent of the host computer, 
eliminating the need for any software or drivers.

	       The DataLocker features hardware based, military 	
	       grade CBC/XTS Mode full drive encryption.  The 
DataLocker crypto engine has been evaluated by the National 
Institute of Technology’s (NIST) Cryptographic Algorithm Validation 
Program and has been issued a Federal Information Processing 
Standards (FIPS) 197 certificate. In addition, both tthe Crypto engine 
and the entire DataLocker drive have passed testing forFIPS 140-2.

	   SECUREENCRYPTION
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Datalocker 2 – Current Information

Operating Environments
any operating system supporting usb mass storage

Security
dedicated mx crypto engine (fips 140-2 level 3)

roles, services, and authentication at fips 140-2 level 2

emi/emc at fips 140-2 level 3

firmware based anti-malware protection

self destruct mode – brute force attack defense

randomized  keypad – mitigation of fingerprint lifting attacks and 
shoulder hacks

Key Features
hardware based encryption – dedicated 256 bit aes cbc mode 
crypto engine. fips 197 and fips 140-2 validated

high capacity storage – up to 1 tb

absolutely no software or drivers – can be used with any 
operating system

rapid key zeroization for secure redeployment

all encryption, administration and authentication performed with 
the data locker unit – 100% platform independent

Headquarters
Data Locker
7500 College Blvd. 
Suite 600
Overland Park, KS 66213
Phone: +1-913-310-9088
Fax: 800-858-4709
Web: www.datalockerdrive.com
Sales: sales@datalockerdrive.com

Europe
Data Locker Europe Ltd
Palace Business Park
Whitham On The Hill, Lincolnshire
PE10 0JH, UK
Phone: +44(0) 1778 590088
Sales: sales@datalockerdrive.eu

Asia
Data Locker International
Samsung Midas Bldg. #515
775-1 Janghang-Dong, Ilsandong-Gu,
Goyang-si, 410-837, Korea
Phone: +82.(0)31.938.9338
Fax: +82.(0)31.938.8649
Email: info@datalocker.co.kr
Web: www.datalocker.co.kr

Standards and Certifications
usb 2.0

rohs

fcc

ce

taa compliant

nmci approved

Physical
dimensions (l x w x d) – 5 inch x 3 inch x .9 inch

weight – approximately 9 oz.

interface – usb 2.0


